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Chapter 1: Introduction

This guide is vitten for parents of students who have their Personal Learning Device (PLD) enrolled
into the Device Management Application (DMA) programme under the Ministry of Education (MOE).

It describes the functions that you, as a parent, have access to. The fgjlavé the three options
that are presented to parents:

Default Option

This is the selected option, if yow dot request for either Option A or B. This option presents you
with a dashboard from which you can view y&uK A f R U Browsirg BaRVya

Option A

If you wish to have more flexibility with the device, you can opt for Option A. This option allows you
to install applications of choice and ¢tastomiseyourO K A f R U sleepatimiNgRwhie retaining the
web filtering function, to protect youchild/ward from unsafe contents.

Option B

For parents who wish to have total control of the device after schoats, they can opt for Option
B. In addition to having the ability to install applications of choice, all activities on the device are not
logged.

It is important to note that by not logging activities, there is no content filtering in plapedtect
your child from unsafe web conterithere is also no sleep hour restriction on the device, which
means that thechild/wardwill be able to use the device at any time.
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Chapter 2: Getting Started

If you are orOption A you will receive aemail from Mobile Guardiannforming you to set up your
account after the school has provisioned the parent account for your/alalrd.

Hello Shaun

You are invited to the Mobile Guardian Dashboard for (Hands-on) GSA Demo School.

Simply click on the button below to accept your invite.

Welcome to the family!

The Mobile Guardian Team

Need Some Help?

You can take a look at the helpful articles on our Know Jase, or you can contact

ileguardian.com.

us directly at support@m

Figure 1: An example of the email that is sent to parents

Please check yoBPAMF 2 f RSNJ A ¥ &2dz R2YIREOXaSS GKS SYIFAf Ay &2dzNJ
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Unit 2-1 - Onboarding your account

I £ AO1 AgcgptliivkaBoréd © dzii G 2 ¥

yourweb browser will launch the Mobile @
Guardian site to continue with the onboarding Welcome to

Mobile Guardian
process.

You will then see the followingcreen where

youmustOf A O AccaptinSitatioré 6 dzi
activate your account. (The token value is

uniquefor each parent.)

Figure 2: Account activation page

In the next screen, at the tepght corner, you will see a peyp notice ingreen, with the
notification "Invitation accepted. Enter your new passwaid® Y S@& Ay @2 dzNJ LI 344 6 2 NR
"Reset passwordto complete the activation of your account.

Select language  SJSEES English ~ Invitation accepted. Enter your new password.

Password Confirm

Figure 3: Password Reset Page
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When done resetting your password, you willtlmeught back to the login screen, where you can
enter your email address and your newly set password.

Sign in using the Username and Password fields.

Note: Please do not use the Sign in with Google button otherwise you will encounter an error

Login Details

Username / Email address

Password

Signin

Figure4: Sigrin Page
Unit 2-2 - Signin

Subsequentlywhen you need to sign in again, you can go to this URL dirbtihg://sg -
portal.mobileguardian.com

Alternatively, visitwww.mobileguardian.conand click'Logirt’ near the topright corner.

—_ :
(D GUARDIAN Solutions +  Resources v  Priing  Features Knowledge Base { Login s English
|

Designed for Schools.
Loved by Parents.

Mobile Guardian offers a complete K-12 solution for schools. As a multi-0S, cloud-based solution designed

Figure5: Link to login from www.mobileguardian.com
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Then on the poplzL) & O NB AgigPaci®é t $§ @G G&KS f 20FGA2y (2 arday Ayl

O

Select your Location ~J

—~
/
Asia Pacific

UK and Europe

US and Rest of World

Figure6: Seledbn of location on the Login Portal
Signin using the Username and Password fields.

Note: Please do not use the Sign in with Google button otherwise you will encounter an error

Login Details

Username / Email address

Password

Sign in

Or

S Sign in with Google

Don't have an account yet?

Click here to create new account

Figure7: Login Page
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Chapter 3: Parent Portal User InterfaDgerview

There are functions on the dashboard that are availabléjotion A These functions are described
below.

Unit 3-1 - Dashboard

Once you are signedto the dashboard, you will see the Home screen containingrdof your
child/ward. In the Optia A parent dashboardt shows the options forSchedule$and 'BlockK'.

Student Two ... Active now

=

Student Two TSB

& Web History

Figure8: Option A dashboard

The functions specific to Option A are explaine@apter 4:Option A Functions
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Unit 3-2 - Card layout

Each child is represented in tparent dashboard using a card layout. This section describes the
various buttons and information contained in the card.

Student Two TSB @ ™=

Q<— 0

Block

' Student Two TSB G A e
n 15 b\

o 9

& Web History

Figure9: Card representation of a child's device

1. Settings
Clicking on the gear icon brings up a dropdown menu shovBegfihgs and "Refresh all.
The 'Refresh all button performs the same as item #8 since each child has only 1 device
under the DMA programme.

2. Anicon representing the device that your child has
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This example icon shows Applelogo which indicates that the child/waid using a iPad
If the child/ward is using Chromebookthe icon will be th&Chromelogo. The name after
the icon will show either the serial number of the device or the name of the child/ward
depending on the naming policy adopted by the school.

The date/time when the device was last reported online

This value is a snapshot of the last date/time when the device was last synced with the
Mobile Guardian Servdor DMA policiesipdate

The browsing history for the child/ward

This section shows thetkst activities within the last 24 hours. To see earlier activities, click
on the "See all button.

Detailed view of the child/ward

Detailed view of the device

Refresh device button

This button sends a command to the device to update itself with DMA @slilti some
cases where the device is not updating itself with the right pre{gee #9), this button can
be used to bring the device up date.

Name of active profile.

The name of the profile that is being applied by the device. This namehazange
throughout the day as the device switches profiéeg(school hours, after school hours,
sleep hours, parerget profile).

Instant block button

This butbn provides the option to block the device immediately.
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Unit 3-3 - Device details

The detais of a device can be viewed by clicking onDiegailed viewbutton (eye icon)in the
childY&ard's card.

i

Student Two ... Active now @

@

Block

.\_H
Student Two TSB ( - )

FigurelO: Button to view device details

Device information

This tab shows more information about the device such as the make and model of ibe deder
General Information. Under Settings, the display name of the device is displayadtbubdifiable.

Note: The update interval settings should be left at the default values (15 mins and 30 mins)
changing those settings may affect the perfoance of the device in getting policy updates.

1. This section gives a more detailed version of the device information including the version of
the operating system (OS) that the device is running on and the battery level reported by the
device.
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2. Thissection shows the name of the child holding onto the device.

3. There arewotabsad 5 S@A OS Ly T2 NXYI that grgvicle nhosé Rfortnatidh? & a S NE

about the device and the child using it. (See below.)

Student Two TSB Student Two TSB

Network

Figurell: Device detail page

Browser

This tab showshe browsing history of the child/ward on the device. You select the period to extract
browsing history for. If there is no browsing history logged, you will see the medsadadwser
activity for selected rangé.

1. This dropdown menu presents a list of gmanges.
2. Use this field to enter a keyword to search from the browsing history. This field can be left

empty.
3. Press this "Search" button to initiate a search.
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@@ Student One TSB Student One TSB

L eer
®i05147

CEIZDIEED -

Device Information

Push Messages

Created
10572091 1026 nttps:/login microsoftontine com RS
T
01/09/2021 10:26 @
01/09/2021 10 SRk appea e Profile: School Study H
o 2 Allowed in cate ®
e: School
llowed in ¢ )¢
ttps: Haccounts youtube com s ;
01/09/2021 1024 ‘ . Networking ®

Figurel2: Browser history page
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Unit 3-4 ¢ Web Hlter Reports

The WelHlter Reports option in the side menu presents a consolidated view of the browsing history
of the child/ward on the device.

This page presents a list of browsing activities for the last 24 hours by default. If there is no activity,
you will see an empty listings shown in Figure3lbelow.

B Browser activity for Parent Dashboard

Last Accessed Activity Profile Child Device Status

10 v

Figure B: Empty listing page for browser activity

Click on the "Filter" button at the tefght of the page to reveal a dropdown menu as shown in
Figure 4.

Saved filters Advanced filter

Filter name...

Search browser history

° Last Accessed

Devices

Status

Type

Figure #: Dropdown menu for filter

Click on LastAccessedto reveal a list of date ranges. Select the required date range and click
"Apply' to update the listing.
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Downloading the Web Filter Reports

The listing of browser activities on the page can be downloaded by clickirgxport a$ at the top
of the page. This presents a dropdown menu for selecting the format of the report to output.

PDF
= Csv -

Word

Excel Status

Figure B: Dropdown menu for format selection
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Chapter 4. Option A Functions

In short, Option A gives the following flexibility:

Ability to customise andctivate additionalveb content filtering
Flexibility to change sleep hours timing

Unit 4-1 - Managing Web Content

Parents who opt for Option éancustomise andctivate additionatontent filtering protectionon
top of MOE baseline policy

Note: Ifyou do not modify the filter, the device will adopt the school's policyhich mirrors the
content filtering protectionunder Default Option.

To modify the filter, click on the gear icon on the student card, then cBektihgs from the
dropdown menu.

Student Two TSB @ = f'wo TSB @
@ e Q
Block Block
Student Two TSB @ o Student Two TSB @ o
Figure ®: Gear icon on student card Figure ¥: Dropdown menu

Then click on theSafe content panel to open théVeb Hter page.
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Figure B: "Safe content section

By default, wien you visit the Web Filter pagéhe options are turned off, as shown:

Enable filter

Figure B: Web filter toggle switch.

As described earlier, even if this switch is off, the Web filter created by the school is still in effect.
This can be confirmed by using tb&L Tester

URL Tester

To check whether an URL is filtered, enter the URL int&JREe Testeand click on Test'.

Tester .

Figure20: URL Tester

The two figures below show what the results would look like for a blocked URL and one that is not.

IURL Tester facebook.com lest |

Thi= URL is Blacklisted

Matches category Social Metworking

Blocked Blacklist | Whitelist
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Figure21l: Example of a URL thattikcked

JRL Tester vile learning.moe.edu.sg =5

T IR

his URL is not filtered

Figure22: Example of a URL that is not blocked

Custom Web Filter

By default, when you visit the Web Filter page, the option is turned off, as shown:

Figure 3: Web filter toggle switcki 2 3 3 f AEyiable fiité€S oodzi 12y 2y ®

Tocreateyouroy Odza G 2Y 2 So6 (Ehdblaesr old2iTReyS 20yKdS

. Enable filter

Figure 2: Turning on the Web Filter

This brings up other options in the page as well as shown in R2§ure
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Figure &: Options that are enabled after Web Filter is turned on

In Figure B, the categories section is displayed for allowing / blocking website categories.

Categories

Blacklist Whitelist

elect a category to blacklist Select a category to whitelist

Figure &: Web Filter Categories

This will allow you to blacklist categories which you do not wish your child/ward to access. Click on
the dropdown arrow to reveal the listf@ategories for selection to add to the blacklist. Websites
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that fall into any of the blacklisted categories are blocked from access by the student.

There are some websites that are categorised in multiple categories. If one of the categories is
placed inthe Whitelist, the website becomes accessible. This is best explained with an example. The
website expressvpn.com is categorised under both categories Security and Web Proxy. If the
Security and Web Proxy categories are placed in the Blacklist, thistevisisot accessible. To make

it accessible, place either the Security or Web Proxy category in the Whitelist. Alternatively, you can
whitelist the website expressvpn.com

Note that when you turn on the Web filter, Name
there is a list of categories already added to tl
blacklist. Théred padlockeext to the

categories indicate that they amt

removable.

These are from the baseline policy set forth b
the Ministry of Educatio (MOE). They
represent categories that are strictly out of
bounds and are not exempted under any
circumstances.

Figure Z: Preset blacklisted categories

Note: The category Games is not among the blacklisted categories when you turn on Web
Filter inthe parent dashboard. This means that your child/ward can accgamingwebsites If
you wish to blockgamingwebsites, you need to add this category to the blackligoburself.
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Further down the page is the section on URLSs.

URL's
Blacklist Whitelist

Enter a URL to blacklist Enter a URL to whitelist

Figure 3: URLblacklist/whitelist entry fields

These fields let you enter specific URLs to blacklist/whitelist.

Example Scenario

If you want to bloclkaddictinggamegom but allow othelgamingwebsites to be accessible by your
child, you can key in wwaddictinggamegsom and add the web address into the URL blacklist. You
can confirm the action of blacklisting by using the URL Tester.

URL's

Blacklist

Enter a URL to blacklist

Figure ®: Blacklistingaddictinggamesom Figure30: Testing the blacklist

Should you decide to block glhmingwebsites, you can simply ad@Games to the category
blacklistinstead. Once that is done, you can remadglictinggamesom from theURL blacklist

2 K A G&nedis blacklisted by theategory blacklistyou may stl whitelist specifigamingsites
via theURL whitelist
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Categories
Blacklist Whitelist
Select a category to blacklist Select a category to whitelist
MName
Game i
Figure31: Blacklisting of Game$ category
URL's
Blacklist Whitelist
Enter a URL to blacklist Enter a URL to whitelist

Name

NWW.agame.com L

Figure32: Whitelisting ofagamescom

You can confirm the action of whitelisting by using the URL Tester.
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YouTube Filter

The YouTube filteloggle switch is only accessible if Web Filter is turned on.

. Enable YouTube filter

Figure33: Turning on YouTube filter

Turning on the YouTube filter switch brings up the YouTube Filter panel at the bottom of the page.

Figure34: Filter options for YouTube
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